ABSTRACT In this paper, we study the secure beamforming (BF) and artificial noise (AN) techniques for a cognitive satellite-terrestrial network, where a satellite system termed as the primary network under the interception of multiple unauthorized eavesdroppers shares the spectrum of resources with multi-cell secondary terrestrial networks. The design objective is to minimize the total transmit power on board the satellite and multiple terrestrial base stations (BSs) while meeting the secrecy rate constraint of the primary satellite user along with the signal-to-interference-plus-noise ratio constraints of secondary terrestrial users. When exact channel state information at the satellite and terrestrial BS is perfectly known, a zero-forcing scheme is first presented to obtain a sub-optimal solution with low complexity. Next, we propose a semi-definite relaxation-based iterative algorithm together with a golden section search method to achieve the optimal solution. Moreover, a joint BF and AN scheme is further explored to provide the additional degreeof-freedom against illegitimate eavesdropping. Eventually, numerical simulations are given to confirm the validity of the proposed schemes as well as the performance improvements compared with the existing approaches.
I. INTRODUCTION
As a result of their long communication distance, wide coverage and flexible networking, satellite communication systems have shown broad application prospects in both many military and civil fields, such as broadcasting, navigation and emergency communication with their own unique advantages [1] . However, the spectrum resources of satellite are increasingly strained and the terrestrial spectrum resources are underutilized, thus the exploration of spectrum sharing for cognitive satellite-terrestrial networks has an extensive prospect [2] .
A. RELATED WORKS AND MOTIVATION
Because of the tremendous growth in wireless data traffic, one crucial impediment is the shortage of radio spectrum and future wireless communication systems need to provide higher capacity [3] . In recent years, cognitive radio (CR) technique is regarded as one of the main schemes to improve spectrum efficiency,which is drawing considerable attention [4] . The incorporation of CR techniques into satellite communication systems, known as the cognitive satellite-terrestrial network (CSTN), has been presented and received considerable attention from both academic and industry areas [5] . From an industry perspective, the EC FP7 ICT STREP project CoRaSat [5] devoted to the applicability of CR concept over SatCom by considering the channel peculiarities and characteristics for the first time in SatCom research initiatives.
Currently, mobile satellite service (MSS) (operating frequency below 10 GHz, e.g., L and S bands) and fixed satellite service (FSS) (operating frequency above 10 GHz, e.g., Ku and Ka bands) are basically employed in commercial satellite services [6] . Among the existing works, Vassaki et al. [7] studied a power allocation scheme by employing a quality-of-service (QoS) constraint in MSS-based cognitive satellite-terrestrial networks, which shows that the terrestrial user's effective capacity degrades as the satellite user's QoS constraint becomes more strict. In order to maximize the signal-to-interference-plus-noise ratio (SINR) of the cognitive terrestrial user while minimizing the interference imposed on the primary satellite user, two transmit beamforming (BF) schemes were studied in [8] for C-band FSS-based cognitive satellite-terrestrial network. Besides, a joint carrier, power and bandwidth allocation scheme for the cognitive Ka-band FSS system with incumbent terrestrial fixed service (FS) system was investigated in [9] . Guidolin et al. [10] investigated the spectrum sharing between terrestrial cellular network and FSS system in millimeter wave (mmWave) scenario. Moreover, Maleki et al. [11] analyzed the cognitive zone for secondary FSS system beyond which the CR approach can be applied.
Despite the concerns on spectrum shortage, secure communications still can't be ignored. Lv et al. [12] investigated secure communications in a two-tier downlink heterogeneous networks, which includes one macrocell and several femtocells. Meanwhile, satellite communication systems still are full of security threats due to the immense coverage area and inherent broadcasting nature [13] . So it is very important to research the security problem of satellite communication systems. Traditional satellite communication security is achieved by encryption in the upper layers, such as the advanced encryption standard [14] . However, the absolute security can not be perfectly guaranteed by the traditional encryption method with the increasing ability of the eavesdropper's computation and decoding [15] . In addition to encryption, the security of information transmission can also be addressed in the upper layers based on the information security theory [16] . After that, secure transmission problems in satellite communication systems with the existence of eavesdroppers have been widely studied. Considering rain attenuation, both the secrecy rate and the interruption probability in the satellite network have been investigated in [17] . In order to minimize the transmit power of the satellite with constraints of individual secrecy rate, a joint design of power control and BF algorithm was proposed in [18] . Zheng et al. [19] assumed that the status information of the eavesdropper is completely known or partially known, then they proposed four kinds of BF schemes to minimize the satellite's transmit power with the condition that each user's secrecy rate satisfying requirements. Kalantari et al. [20] also studied the secure transmission in SatCom by using the network coding, and derived the optimal BF scheme with objective of maximum sum security rate based on semi-definite program (SDP).
Although the security issues in conventional satellite networks have been adequately investigated over the recent years, the secure transmission designs and related secrecy performance analysis in cognitive satellite-terrestrial networks are quite limited. Specifically, Lin et al. [21] studied the security issue of a cognitive satellite-terrestrial network, where a multi-antenna BS was employed as a source of green interference to improve the secrecy performance of primary satellite network. Li et al. [22] investigated the resource allocation schemes in a secure cognitive satellite-terrestrial network with the presence of a multi-antennas eavesdropper. Besides, Li et al. [23] proposed a secure BF scheme in cognitive satellite-terrestrial network by minimizing the transmit power, while guaranteeing a range of outage constraints at both the satellite and terrestrial users.
Among the existing literatures on secure transmission design in cognitive satellite-terrestrial networks, most works only devoted to the MSS systems. However, no attention has been dedicated to the secure BF design in the FSS-based satellite system coexisting with terrestrial networks in high frequency band. Besides, it is worth to note that the aforementioned works only considered the cases of single eavesdropper and single terrestrial system, which is quite limited in practical scenarios. Furthermore, in spite of the previous information-theoretic analysis, power allocation mechanism, and BF scheme of secure transmission in cognitive satellite-terrestrial networks, another fundamental technique of ensuring secure transmission is AN [18] , [19] , [24] , where the main concept was that no interference is introduced to the legitimate user with the null space of the legitimate channel, when the eavesdroppers' CSI was scaled. However, the AN approach has yet been fully addressed in the secure transmission design in cognitive satellite-terrestrial networks. These observations motivate the contributions presented in this paper.
B. APPROACHES AND CONTRIBUTIONS
This paper studies the secure BF and AN algorithms for cognitive satellite-terrestrial network, where the SatCom system and multi-cell terrestrial systems are termed as the primary network and secondary networks, respectively. Specifically, detailed contributions are outlined as follows:
• We propose a optimization framework to minimize the total transmit power on board the satellite and multiple terrestrial BSs, while ensuring the secrecy rate constraint of the primary user and the SINR constraints of secondary users. The proposed framework extends the existing works, such as [21] - [23] to a more practical and general scenario with multiple eavesdroppers, and the multi-cell terrestrial networks (multiple users per cell) coexisting with satellite network.
• Since such initial optimization problem is non-convex, approximation methods should be further developed. Specifically, we first take into account the ZF approach to obtain a low-complexity sub-optimal solution, where the signal from the satellite is orthogonal to the illegal eavesdroppers' channels.
• For the optimal solution, we propose a iterative algorithm with the substitution of a intermediate variable to convert the original optimization problem into quadratically constrained quadratic program (QCQP) problem. By using the golden section search method and SDR to solve the optimization problem, the QCQP problem will VOLUME 6, 2018 become a SDP problem, which can be solved by standard numerical optimization packages, such as CVX [25] .
• Furthermore, we make use of the AN as the additional degree-of-freedom against eavesdroppers, and provide a joint cooperative beamforming and AN optimization approach for the considered network.
• Computer simulation results verify the performance improvements over existing approaches and the advantage of AN as an additional degree-of-freedom for multiple eavesdroppers. The rest of this paper is organized as follows. Section II provides the system and channel models, and formulate the initial optimization problem. Section III describes the proposed sub-optimal algorithm using ZF approach. Section IV proposes the optimal solution based on the iterative algorithm together with the golden section search method. Section V studies the joint BF and AN scheme against eavesdropping by providing additional degree-offreedom. Section VI provides simulations and discussions. 
II. SYSTEM MODEL AND PROBLEM FORMULATION
As shown in Fig. 1 , we consider the downlink of a cognitive satellite-terrestrial network, where the satellite system is termed as the primary network sharing downlink spectral resource with N terrestrial cellular systems termed as the secondary networks in order to improve the efficiency of the radio spectrum. 1 Here, the satellite (SAT) and the BS transmit signals intended for the primary user (PU) and M n secondary users (SUs) in n − th terrestrial cellular system, respectively, while K illegal eavesdroppers (EVEs) want to overhear the signal transmitted in the primary network. The PU, EVEs and SUs are all equipped with the single antenna respectively, while the SAT and terrestrial BS have multiple antenna. Particularly, N 0 co-channel beams are formed by N 0 corresponding antenna feeds on board the SAT, while the terrestrial BS is equipped with N 1 transmit antenna, respectively. In this context, the main goal is to improve the received signal power at the legitimate receiver and impair the received signal quality at the illegal eavesdroppers for the satellite networks, while providing a reliable transmission with preferred QoS for terrestrial users. Similar to most of the related works (see [19] , [22] and the reference therein), we assume that the wireless channels for all the nodes undergo slow fading, and the perfect CSIs are available at the gateway (GW), which can be achieved through feedback/training via backhaul links. 2, 3 A. SATELLITE CHANNEL MODEL Satellite communications are different from terrestrial communications due to the inherent characteristics of satellite channels, which should be properly considered. The channel model of broadband FSS-based systems mainly include beam gain pattern and rain attenuation [1] , [19] , [22] .
1) RAIN ATTENUATION
Among the various factor including atmospheric effects, diffraction effects, tropospheric effects, and etc, the rain attenuation is known to the major impairments of FSS in high frequency bands above 10 GHz (see [26] - [28] and reference therein). In order to model this effect, we use the latest empirical model proposed in the ITU-R P.618-10, where the channel fading distribution is commonly modeled as a log-normal random variable. With impact of above-mentioned conditions, we can obtain the coefficient of rain attenuation by using the modeling method and it can be given as
where φ represents a N 0 × 1 even-distributed phase vector in [0, 2π ). The resulting distribution of power gain is in dB, β dB = 20log 10 (β), modeling with a lognormal random variable ln(β dB ) ∼ N (µ, δ), where µ and δ depends on the receivers' location information, frequency, elevation angle and etc.
2) BEAM GAIN
The beam gain is relative to the satellite antenna pattern and the position of receivers. According to [29] , the beam gain at the receiver m can be approximated by
and µ m can be written as
where J ν denotes the ν-th order Bessel function. θ m is the angle between the location of m-th receiver and the beam center of the SAT, and (θ 3dB ) m is termed as its 3-dB angle. Besides, the coefficient b max m denotes the maximum antenna gain at boresight.
Define N 0 × 1 vector b represents the beam gain vector for the m − th legitimate receiver. Then, by integrating (1) and (2), the satellite channel of the receiver m can be given as
B. TERRESTRIAL CHANNEL MODEL By supposing that the terrestrial wireless channel obeys the correlated Rayleigh fading [30] , the instantaneous channel vector between the m-th receiver and corresponding BS can be given by
among them, L m is the number of multipath signal and ρ m,l is the fading coefficient respectively. And
is the Direction of Arrival (DOA) of the l − th path signal, with α m representing the average cluster angle DOA and α representing the angular spread. Where the terrestrial BS adopts an uniform linear array antenna, the array element guidance vector can be expressed as
where d represents the inter-element spacing and k the wave-number.
C. SIGNAL MODEL
Assume the SAT signal intended for the PU is s 0 weighted by the N 0 × 1 SAT BF vector w 0 with unit average power E |s 0 | 2 = 1 and the n − th terrestrial BS signal intended for SUs is s n,m weighted by the N 1 × 1 BS BF vector w n,m with unit average power E s n,m
Thus the overall transmitted signals of the SAT and n − th BS can be written in vector x 0 and x n as
The signals received at the PU, EVEs and SUs can be respectively given by
where n i ∼ N 0, δ 2 i , ∀i, are assumed to be zero-mean additive white Gaussian(AWGN) of the PU, SUs and EVEs.
denotes the BS-SUs link. Accordingly, the SINR of the signal received by the PU, EVEs and SUs can be represented as
Further, it is known from [31] that the achievable secrecy rate of the PU can be expressed as
where
The optimization problem of interest is designed by minimizing the total transmit power of the SAT and the terrestrial BS subject to secrecy rate constraint {R} and SINR constraint γ n,m of m − th SU in n − th terrestrial cellular system. Mathematically, the optimization problem can be 
The benefits of proposed optimization framework can be summarized as follows. First of all, the beamforming at the terrestrial BS can significantly simplify the on-board signal processing burden, and simultaneously reduce the associated implementation cost. Secondly, extra performance improvement due to additional degree of flexibility from joint design and cooperative operation can be further achieved. Due to the presence of EVEs, this optimization problem is non-convex. Next, the solution of optimization problem will be discussed below.
III. PROPOSED SOLUTION 1: ZERO-FORCING
In order to solve the above optimization problem, we first propose a scheme to force the SAT useful signal received at EVEs to zero. Then, we take into account the following ZF constraints
(12) To achieve reasonable performance, it needs (1 + K ) spatial degree of freedom, which means that there are enough SAT antenna feeds with the constraint N 0 > (1 + K ) the ZF constraints, the secrecy rate of PU can be written as
Next, the original optimization problem can be rewritten as
Then we introduce new matrix variables W 0 = w 0 w 0 H and W n,m = w n,m w n,m H , ∀n, m, which are the Hermitian matrix. Therefore, we can turn the optimization problem (14) into a SDP problem, that is
Tr H e,k W 0 = 0, ∀k, (15d) W 0 0 and rank
where 
Tr H e,k W 0 = 0, ∀k, (16d)
Now the optimization problem becomes a standard SDP problem, which can be solved by using mathematical optimization tools, such as CVX [25] . On the other hand, it does not make difficulty for solving (16) increasing with the added ZF constraints, and it can be verified that the BF weight vector w can be retrieved from W [32] .
IV. PROPOSED SOLUTION 2: THE OPTIMAL SOLUTION TO 11 A. EQUIVALENT REFORMULATION
The ZF algorithm mentioned above makes the optimization problem (11) more tractable, but it needs additional constraints. In this section, we do not use any additional constraints to solve the optimization problem (11) straightforwardly. Specifically, we begin with the following reformulation of (11) as 
Then, by introducing a auxiliary variable t, further (17) can be further rewritten as 
which can be subsequently re-organized as 
Problem ( 
It is not difficult to find that the optimization problem (20) is a standard SDP problem for fixed t and it is easy to be solved.
Remark 1: The major computational complexity comes from solving the problem (20) . It is worth mentioning that the convex restriction formulations (20) involve SDP constraints, and hence we can solve them with standard interior-point methods. The complexity analysis includes both the iteration complexity and the per-iteration computation cost. According to [32] , the computational complexity for each iteration increases as the number of optimization variables, the number of SDP constraints and the size of optimization matrices. 
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C. OPTIMIZATION OVER t
Regard the objective value of (20) as a function of t by P (t). Then, we can find that solving the optimization problem (20) is the same as minimizing P (t) with respect to t where the optimization of W 0 , W n,m has been embedded in computing P (t). Then we pay attention to find the optimal t to minimize P (t). The golden section search method is very efficient for unimodal minimization problem, which can be used to solve the convex optimization problem (20) . We can summarize the main iteration algorithm as follows. The size of search interval is reduced by τ = 0.618 times in each iteration process. Meanwhile, [a, b] can be set as the initial search interval of Algorithm 1 in Tab. 1. For given t 1 and t 2 , solve the optimization problem (20) to obtain P (t) with the primary variables W 0 , W n,m , respectively, then update t and the search interval to minimize P (t). Once the size of search interval becomes smaller than a specified tolerance, the computation will be terminated, and the specified tolerance is denoted by tol. Typical convergence behavior of the proposed scheme is shown in Fig.2 . 
V. PROPOSED SOLUTION 3: THE OPTIMAL SOLUTION WITH AN A. SIGNAL MODEL WITH ARTIFICIAL NOISE
In this section, we focus on two goals for the joint optimization problem: one is to ensure the transmission quality of PU and SUs, the other is to destroy the channel quality of EVEs. So far, the first purpose can be achieved by optimizing the useful signals. In order to realize the second purpose, we aim to jointly transmit the intended signals together with AN at the SAT to make the signals received at EVEs. Accordingly, the overall transmitted signals of the SAT and BS can be written in vectors x 0 and x n as
All symbols have the same meaning as before and z ∼ N (0, Z) is the AN vector whose elements are zero-mean complex Gaussian random variables with covariance matrix Z. According to signal models (8) with the AN vector, the secrecy rate for PU can be written as (22) , as shown at the bottom of this page. The use of AN as an additional degree-of-freedom for protection against EVEs is investigated extensively. Note that z is random but orthogonal to the intended the PU's channel supported by most existing works [33] . This assumption makes the signal model e.g., h H p z = 0 simplified, so we need any special constraints on the covariance of AN, Z.
B. PROBLEM FORMULATION
By jointly optimizing the beamforming and AN vectors, the original optimization problem can be mathematically reformulated as
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By introducing a auxiliary variable t and using the same relaxation W = ww H , (23) can be reformulated into
Tr
In optimization problem (24), we have dropped the non-convex constraint rank (W) = 1 with Lemma 1. Then we optimize w 0 , w n,m , Z for fixed t and optimize t which will be discussed subsequently.
Remark 2: The optimal problem (20) is a special case of the optimal problem (24) with Z = 0. And the optimal problem (20) is merely a subset of the feasible set of the optimal problem (24) . The optimal problem (24) is more difficult to handle the (20) , so the total transmit power is similar to that without AN [34] .
Remark 3: Following a similar analysis of (20), the main computational complexity for solving the problem (24) is
where L 2 is the numbers of iterations and ε is the given accuracy.
C. OPTIMIZATION OF w 0 , w n,m , Z FOR FIXED t
For fixed t, it is easily identified that (24) is again a SDP problem and we can use standard algorithms to solve it.
D. OPTIMIZATION OVER t
We still define the objective value of (24) as a function of t by P (t). Then we can also find the optimal t to minimize P (t) with the golden section search method.
VI. NUMERICAL RESULTS
Computer simulations are presented to evaluate the performance of proposed three algorithms. Unless other specified, we consider that number of antenna feeds at the SAT is N 0 = 4 and the number of antennas at the BS is N 1 = 8, respectively. We assume that the PU is located in the SAT beam center and is overheard by K = 2 EVEs, while the PU, Fig. 2 depicts the typical convergence behavior of the proposed optimal scheme.The secrecy rate constraint is R = 2bps/Hz. It is observed that as iteration number increases, the curve of total transmit power tends to flatten gradually. It also means that the iteration algorithm proposed can search the minimum of total transmit power. 3 shows the variation of the total transmit power versus the secrecy rate requirement of the PU for γ s = 10dB. We can VOLUME 6, 2018 see that the total transmit power increases as the secrecy rate requirement of the PU increases. It is observed that proposed optimal scheme and proposed optimal scheme with AN can save more power compared with ZF scheme, so the proposed optimal schemes both with and without AN are more efficient. However, as the secrecy rate requirement of the PU increases, the gap among different schemes become large. And the proposed optimal scheme both with and without AN outperforms the ZF scheme significantly in tested secrecy regions because of the optimized transmission. In Fig. 4 , simulation results are provided for the total transmit power on board the SAT and the terrestrial BS versus SINR Threshold of SUs γ s with the secrecy rate constraint of PU R = 1bps/Hz. For the proposed schemes, the total transmit power increases as the SINR threshold of SUs increases. And the curve of the total transmit power for proposed ZF scheme is always higher than those of the proposed optimal scheme and proposed optimal scheme with AN. It is observed that proposed optimal schemes with AN and without AN can save about 2dBW power compared with ZF scheme in the threshold regions. 5 shows the results for total transmit power against number of antenna feeds on the SAT with the SINR Threshold of SUs γ s = 10dB and the secrecy rate constraint of PU R = 1bps/Hz. As we can see, the total transmit power drops as the number of antenna feeds increases, namely more transmit antenna feeds can save more transmit power for three proposed optimal schemes. When the number of N 0 increases, proposed optimal scheme and proposed optimal scheme with AN can save about 2dBW power compared with ZF scheme in the threshold regions. This is because for ZF scheme, the antenna feeds is of first priority to eliminate inter-channel interference among other receivers. Thus, there is limited additional space to impair the EVEs' channels, when the number of antenna feeds is not enough. As the number of N 0 increases, the increased spatial degree-of-freedom helps null out the interference among other receivers.
In all previous simulations, an interesting observation is that the difference between the proposed scheme with and without AN is marginal. This is because the advantage of using AN is as an additional degree-of-freedom for protection against more EVEs. Next, we will prove it by simulation results below. 6 shows the feasibility probability against the number of EVEs around the PU. We assume that the secrecy rate requirement of the PU is R = 1bps/Hz and the SINR Threshold of the SU is γ s = 10dB. When there is only one EVE, all three proposed optimal schemes can satisfy the secrecy rate constraint, because there are enough antenna feeds N 0 > K + 1, K = 1. As the number of EVEs increases, the feasibility probability drops fast except the optimal scheme with AN. The advantage of the proposed optimal scheme with AN is obvious and it can always satisfy the secrecy rate constraint.
VII. CONCLUSIONS
This paper has investigated the joint transmit BF optimization for secure communication in cognitive satellite-terrestrial networks. Considering a rain fading channel model along with multi-feed SAT antenna and the correlated Rayleigh fading channel model along with multiple-antenna
terrestrial BS. Assuming perfect CSI about the PU, EVEs, and SUs, the optimization problem to minimize the total transmit power on board the satellite and N terrestrial BSs while satisfying the secrecy rate constraint of the PU and the average SINR constraints of the SUs has been studied. A ZF approach as a contrastive approach is proposed to obtain a low-complexity sub-optimal solution. By analyzing convexity of the optimization problem, a iterative algorithm with SDR and the golden section search method has been researched to find the approximated optimal solution. We have discussed the use of AN and proved its advantages against EVEs in the additional degree-of-freedom. Simulation results have shown the substantial performance improvements over mentioned approaches. Our work is of potential guidance for the modeling and analysis from the security perspective in hybrid satellite terrestrial architecture under spectrum sharing environment.
APPENDIX PROOF OF LEMMA 1
Now we turn to prove that the optimal W 0 and W n,m are rank-1. Since the problems (15), (20) and ( 
In summary, we can obtain the case of rank (W 0 ) ≤ 1. Since W 0 = 0 is impossible, the fact that rank (W 0 ) = 1 is confirmed. Similar to W 0 , the Karush-Kuhn-Tucker conditions related to W n,m are expressed as and (t + 1) 2 R − 1 ≥ 0, we can easily obtain (36), as shown at the top of this page.
In conclusion, we can obtain the case of rank W n,m ≤ 1. Since W n,m = 0 is trivial, rank W n,m = 1 always holds true.
Then, we need to prove that the optimal Z is rank-1 about the problem (24) 
So rank (Z) = 1 is always true with rank (Z) = 0.
